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| Digital Rights Management (DRM)
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Proprietary mechanisms .

Protected media

- DRM system A

(e.g., FairPlay)

clear media

Protected media

Protected media
E" : » | DRM system B

EME . (e.g., Widevine)
. clear media
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API Extension to HTMLS.

Standard for DRM systems since 2013.
Implemented in all major browsers
(both mobile and desktop).
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e Owned by Google since 2011.
wg B \WIDEVINE -+ Oneof the most ceployed DR

e Closed-source — Opaque.
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1.

Focused on users security and privacy as a web application. -> Nice.’
nothing concerning protected media security.

Your DRM Can Watch You Too: Exploring the Privacy Implications of Browsers (mis)implementations of Widevine EME. Patat et al.,
DCTO/ND
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e Applicable for all media DRM systems based on the EME API.

e Definition of goals and rules based on our observations.
e Found a vulnerability within the Widevine EME instance.
e Proposed a fixed to the EME standard.
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e Confidentiality of the decryption key, therefore the media itself.

e Integrity and authenticity of initial licenses.
e Freshness of initial licenses.
e Enforcing expiration time of initial licenses.

e Integrity and authenticity of renewal licenses.
e Freshness of renewal licenses.
e Enforcing expiration time of renewal licenses.
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B B m m BEE e Symbolic Protocol Verification tool.
i ..==E====‘r'= e Suitable to model stateful protocols
“EEEE mam EEE such as APIs based on ordered events
=! ] = )
B =
B [ |
= [
Needs rules to be verified.
<« p>

1. The TAMARIN Prover for the Symbolic Analysis of Security Protocols. Meier et al., CAV’13. 16
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e Using Widevine Test License Server for Vendor Integration.
e Instrumented Widevine library with

° and
Widevine DRM.

with every API calls from EME to the

made by the Widevine library.
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| Widevine Reverse Engineering <-> TAMARIN rules

rule CDMGenerateRequest:
let request = <~rID, ~keyID, %t,
enc(clientID, ~kPrivacy),
aenc (~kPrivacy, pk(~kOTT)), ~n>
signReq = sign(request, kDevice)
in
[ In(%t), In(~keyID), Fr(~rip), Fr(~n), Fr(~kPrivacy),
!OTTKey (~k0TT), !CDMSession(~sID, kDevice, clientID)]
— GTime(%t), LCDMGenR (~requestID, ~sID, %t) |
[Out(<request, signReq>), CDMNonce(~n, ~sID),
!CDMState(~rID, ~sID, ~kOTT, request, %t),
CDMKeys (~r1D, ~sID, 0),
CDMContentKey (~rID, ~sID, 0, %1) ]
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e Lot of cryptographic keys involved.
e Nonces and timestamps use for freshness and license expiration.

e No built-in support for modeling time; only event ordering.
e Timestamps are crucial for certain security goals, requiring a novel
explicit time model in TAMARIN -> within event.
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Goal 1
Goal 2

e Integrity and authenticity of renewal licenses. Cealls
e Enforcing expiration time of renewal licenses. Goal 4
Goal 5

Goal 6
Goal 7
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Content Key

Session Key Asset Key :
AES-128 AES-128 AES-128
Device RSA-OAEP AES-128 CMAC AES-128 CBC AES-128 CTR —
Certificate - o
RSA-2048 ‘P > .«p‘\\\ > 4 ),a“ A
(RoT) » \‘ S o
N\ PN
Encrypted but N . S o
. ~
unsigned N A f MAC Client Key: Use for future license renewal request.
h \
N\
R
f MAC Server Key: Use for license response integrity check.
Derivation = >
Decryption —>
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) Widevine DRM
Ask for License Request
License Request
-
License Response ‘p 2
License Response ] A e
??? Reception will fail but

License Renewal Request

-

Allows license expiration date
extension.
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Modification 1: EME Specification
e Bind opened CDM session to a read-only OTT certificate with the
API call (originally define for privacy purposes).

Modification 2: Full License Signature
e Require the Session Key to by the
server certificate's private key.
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e Widevine EME protocol flaw allowing
for infinite media consumption.

e Definition of DRM generic goals for
media security.

e Our TAMARIN Model can be found on
our github."

ARTIFACT ARTIFACT
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ARTIFACT
EVALUATED

susenix susenix
él’ ASSOCIATION é” ASSOCIATION

‘ AVAILABLE FUNCTIONAL REPRODUCED

yusenix
é” ASSOCIATION

e Widevine contacted on March 2024.
e EME contacted on February 2024, and discussed in the media WG meeting.?
o will follow on the suggested patch and modify the standard accordingly.

<«

1. https://github.com/Avalonswanderer/eme_widevine_formal_verification 25
2. https://www.w3.0rg/2024/02/13-mediawg-minutes.html#t04
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Do you have any questions?

DA gwendal.patat@sit.fraunhofer.de /

ﬁ avalonswanderer.github.io

5~
X @avalonswanderer
O Avalonswanderer
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